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Independent Service Auditors’ Report
To Management of
Cale America, Inc.
Scope
We have examined Cale America, Inc.’s accompanying description of its WebOffice system found in
Section III titled “Cale America, Inc.’s Description of its WebOffice System as of December 11, 2019”
(description) based on the criteria for a description of a service organization’s system set forth in DC 200,
2018 Description Criteria for a Description of a Service Organization ’s System in a SOC 2® Report
(AICPA, Description Criteria) (description criteria) and the suitability of the design of controls stated in
the description as of December 11, 2019, to provide reasonable assurance that Cale America, Inc.’s
service commitments and system requirements were achieved based on the trust services criteria relevant
to security, availability, processing integrity and confidentiality (applicable trust services criteria) set forth
in TSP 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality,
and Privacy (AICPA, Trust Services Criteria).
Cale America, Inc. uses subservice organizations to provide colocation/hosting services, data
communication services and transaction interface services. The description indicates that complementary
subservice organization controls that are suitably designed and operating effectively are necessary, along
with controls at Cale America, Inc., to achieve Cale America, Inc.’s service commitments and system
requirements based on the applicable trust services criteria. The description presents Cale America, Inc.’s
controls, the applicable trust services criteria, and the types of complementary subservice organization
controls assumed in the design of Cale America, Inc.’s controls. The description does not disclose the
actual controls at the subservice organizations. Our examination did not include the services provided by
the subservice organizations, and we have not evaluated the suitability of the design or operating
effectiveness of such complementary subservice organization controls.
Service Organization’s Responsibilities
Cale America, Inc. is responsible for its service commitments and system requirements and for designing,
implementing, and operating effective controls within the system to provide reasonabl e assurance that
Cale America, Inc.’s service commitments and system requirements were achieved. In Section II, Cale
America, Inc. has provided the accompanying assertion titled “Assertion of the Management of Cale
America, Inc.” (assertion) about the description and the suitability of the design of controls stated therein.
Cale America, Inc. is also responsible for preparing the description and assertion, including the
completeness, accuracy, and method of presentation of the description and assertion; providing the
services covered by the description; selecting the applicable trust services criteria and stating the related
controls in the description; and identifying the risks that threaten the achievement of the service
organization’s service commitments and system requirements.
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Service Auditors’ Responsibilities
Our responsibility is to express an opinion on the description and on the suitability of design of controls
stated in the description based on our examination. Our examination was conducted in accordance with
attestation standards established by the American Institute of Certified Public Accountants. Those
standards require that we plan and perform our examination to obtain reasonable assurance about
whether, in all material respects, the description is presented in accordance with the description criteria
and the controls stated therein were suitably designed to provide reasonable assurance that the service
organization’s service commitments and system requirements were achieved based on the applicable trust
services criteria. We believe that the evidence we obtained is sufficient and appropriate to provide a
reasonable basis for our opinion.
An examination of a description of a service organization’s system and the suitability of the design of
controls involves:


obtaining an understanding of the system and the service organization’s service commitments and
system requirements.



assessing the risks that the description is not presented in accordance with the description criteria
and that controls were not suitably designed.



performing procedures to obtain evidence about whether the description is presented in
accordance with the description criteria.



performing procedures to obtain evidence about whether controls stated in the description were
suitably designed to provide reasonable assurance that the service organization achieved its
service commitments and system requirements based on the applicable trust services criteria.



evaluating the overall presentation of the description.

Our examination also included performing such other procedures as we considered necessary in the
circumstances.
Inherent Limitations
The description is prepared to meet the common needs of a broad range of report users and may not,
therefore, include every aspect of the system that individual report users may consider important to meet
their informational needs. There are inherent limitations in any system of internal control, including the
possibility of human error and the circumvention of controls. The projection to the future of any
conclusions about the suitability of the design of controls is subject to the risk that controls may become
inadequate because of changes in conditions or that the degree of compliance with the policies or
procedures may deteriorate.
Other Matter
We did not perform any procedures regarding the operating effectiveness of controls stated in the
description and, accordingly, do not express an opinion thereon.

2

Opinion
In our opinion, in all material respects:
a. the description presents Cale America, Inc.’s WebOffice system that was designed and
implemented as of December 11, 2019 in accordance with the description criteria.
b. the controls stated in the description were suitably designed as of December 11, 2019 to provide
reasonable assurance that Cale America, Inc.’s service commitments and system requirements
would be achieved based on the applicable trust services criteria, if its controls operated
effectively as of that date and if the subservice organizations applied the complementary controls
assumed in the design of Cale America, Inc.’s controls as of that date.
Restricted Use
This report is intended solely for the information and use of Cale America, Inc.; user entities of Cale
America, Inc.’s WebOffice system as of December 11, 2019; business partners of Cale America, Inc.
subject to risks arising from interactions with the WebOffice system; practitioners providing services to
such user entities and business partners; prospective user entities and business partners; and regulators
who have sufficient knowledge and understanding of the following:


the nature of the service provided by the service organization.



how the service organization’s system interacts with user entities, business partners, subservice
organizations, and other parties.



internal control and its limitations.



complementary subservice organization controls and how those controls interact with the controls
at the service organization to achieve the service organization’s service commitments and system
requirements.



user entity responsibilities and how they may affect the user entity’s ability to effectively use the
service organization’s services.



the applicable trust services criteria.



the risks that may threaten the achievement of the service organization’s service commitments
and system requirements and how controls address those risks.

This report is not intended to be, and should not be, used by anyone other than these specified parties.

Braintree, Massachusetts
July 23, 2020
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II. Assertion of the Management of Cale America, Inc.
We have prepared the accompanying description of Cale America, Inc.’s WebOffice system titled “Cale
America, Inc.’s Description of its WebOffice System as of December 11, 2019” (description) based on
the criteria for a description of a service organization’s system set forth in DC 200, 2018 Description
Criteria for a Description of a Service Organization’s System in a SOC 2® Report (AICPA, Description
Criteria), (description criteria). The description is intended to provide report users with information
about the WebOffice system that may be useful when assessing the risks arising from interactions with
Cale America, Inc.’s system, particularly information about system controls that Cale America, Inc. has
designed, implemented, and operated to provide reasonable assurance that its service commitments and
system requirements were achieved based on the trust services criteria relevant to security, availability,
processing integrity, and confidentiality (applicable trust services criteria) set forth in TSP 100, 2017
Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy
(AICPA, Trust Services Criteria).
Cale America, Inc. uses subservice organizations to provide colocation/hosting services, data
communication services, and transaction interface services. The description indicates that complementary
subservice organization controls that are suitably designed and operating effectively are necessary, along
with controls at Cale America, Inc., to achieve Cale America, Inc.’s service commitments and system
requirements based on the applicable trust services criteria. The description presents Cale America, Inc.’s
controls, the applicable trust services criteria, and the types of complementary subservice organization
controls assumed in the design of Cale America, Inc.’s controls. The description does not disclose the
actual controls at the subservice organizations.
We confirm, to the best of our knowledge and belief, that:
a. The description presents Cale America, Inc.’s WebOffice system that was designed and
implemented as of December 11, 2019 in accordance with the description criteria.
b. The controls stated in the description were suitably designed as of December 11, 2019 to provide
reasonable assurance that Cale America, Inc.’s service commitments and system requirements
would be achieved based on the applicable trust services criteria, if its controls operated effectively
as of that date, and if the subservice organizations applied the complementary controls assumed in
the design of Cale America, Inc.’s controls as of that date.

Cale America, Inc.
July 23, 2020
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Cale America, Inc.’s Description

III. Cale America, Inc.’s Description of its WebOffice System as of December 11, 2019

Company Overview and Background
Cale Overview
Cale Group incorporated 60 years of experience in the design and development of secure and innovative
payment terminals for unattended locations, as well as back office applications for technology updates,
revenue management, and control. Headquartered in Kista, Sweden, the Cale Group was internationally
active with subsidiaries in the United States, Norway, the United Kingdom (UK), Germany, Canada and
France, and a network of local partners in countries worldwide. Cale Group was a global company, offering
innovative products and services within unattended payment. In January 2018, Cale Group merged with
Parkeon, a leader in parking and transport ticketing solutions, to create a new global entity Flowbird.
Cale America, Inc. is a subsidiary of Flowbird with meters installed across the United States. Cale America,
Inc. offers customers an advanced parking system that provides multi -space meters (MSM), single-space
meters (SSM), mobile parking payment (MPP), off-street booking and transit fare collection solutions. In
the multi-space meter marketplace, Cale America, Inc. strives to provide a quality product and a
commitment to responsive and cost-effective customer support. Cale America, Inc. markets and provides
customer support for WebOffice within the United States. Cale Systems, Inc. is a subsidiary of Flowbird
and is responsible for the development of functionality within WebOffice, including integrations with 3rd
party solutions and integrating the WebOffice payment application with the different vendors used for
payment processing. Cale America, Inc. and Cale Systems, Inc. (collectively “Cale”) are subsidiaries of
Flowbird under common control and follow the same policies and procedures established by Flowbird.
In December 2018, Cale Canada, Inc. took over the marketing and customer support for WebOffice within
Canada. Cale Canada, Inc. is a subsidiary of Precise ParkLink, Inc., Parkeon’s distribution affiliate within
Canada.
This description and SOC 2 Type I engagement relates to the WebOffice product only.
An important aspect of Cale’s offering and business philosophy is customer support. Cale offers
complimentary and comprehensive customer service and technical support via the Cale Help Desk
(877.620.2253 or support@caleamerica.com), seven days per week.

Description of WebOffice
WebOffice is a web-based application designed for monitoring and modifying attributes of Cale Pay
and Display, Pay by Space and Pay by License Plate Cale WebTerminals (CWT). The terminals
communicate with an application server containing application programs, databases, various web
services and applications. Integration services and development for additional functions are performed
by Cale. WebOffice accesses the information transferred from the terminals in an SQL database.
WebOffice allows user entities to make changes to the terminals by loading requests into the SQL
database. CWT receives the updates from WebOffice at the next regularly scheduled “heartbeat”
connection. (The “heartbeat” is a connection initiated by CWT to WebOffice at configured
intervals, usually set to every 15 minutes. A connection can also be manually initiated by an enduser. WebOffice cannot initiate a connection with the terminal, communication always originates
from the terminal.) Examples of changes that can be made to CWT through WebOffice include
transaction amounts, user interface, button behavior and receipt layout. CWT is carved out for
purposes of this description. WebOffice is hosted at a colocation facility in Montreal, Canada and
maintained by Cale.
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Cale America, Inc.’s Description
Some of WebOffice’s features are terminal overview, alarms monitoring, communications monitoring (sales information by terminal), statistics
(reports and graphs), forwarding events and calculating divergent collection amounts (recorded vs. manual count). The transmission of credit
card information from the terminals to a credit card processing company is done by WebOffice’s payment application server. The credit card data
is encrypted and secured at CWT and then sent to WebOffice. WebOffice will route the encrypted card data to the payment application, decrypt the
card data in memory and send the transaction to the payment processor for processing. The response from the payment processor is sent back to the
terminal informing it that the transaction was either approved or declined with the transaction details; bank reference number, authorization number,
response code, and merchant code.

Organization
Cale America, Inc. Organization
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Cale America, Inc.’s Description
Cale Systems, Inc. & Cale Canada, Inc. Organization
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Cale America, Inc.’s Description

Principal Service Commitments and System Requirements
Cale designs its policies and procedures to meet its objectives for its WebOffice system. These objectives
are based on the service commitments that Cale makes to user entities, the laws and regulations that govern
Cale and the operational and compliance requirements that Cale has established for the services. Cale’s
WebOffice system is subject to the laws and regulations in the jurisdictions in which Cale operates.
Security, availability, processing integrity and confidentiality commitments to user entities are documented
and communicated in service level agreements and other customer agreements. Security , availability,
processing integrity and confidentiality commitments are standardized and include, but are not limited to,
the following:


Security principles within the fundamental designs of the system that are designed to permit system
users to access the information they need based on their role in the system while restricting them
from accessing information not needed for their role.



Use of encryption technologies to protect data both at rest and in transit.



Maintaining payment card industry data security standard (PCI DSS) compliance.



Security monitoring infrastructure including intrusion detection, centralized log management,
vulnerability assessments and alerting.

Cale establishes operational requirements that support the achievement of security, availability, processing
integrity and confidentiality commitments, relevant laws and regulations and other system requirements.
Such requirements are communicated in Cale’s policies and procedures, system design documentation, and
contracts with customers.
Information security policies define an organization-wide approach to how systems and data are protected.
These include policies around how the service is designed and developed, how the system is operated, how
the internal business systems and networks are managed and how employees are hired and trained. In
addition to these policies, standard operating procedures have been documented on how to carry out specific
manual and automated processes required in the operation and development of the WebOffice system.

Infrastructure
Cale uses industry standard secured or private connectivity and firewall technologies, layered with two phase authentication, and identity and password management tools integrated with Lightweight Data
Access Protocol (LDAP). Cale has established documentation of the systems, which includes policies and
procedures, network diagrams, and other documentation which is used in personnel training as appropriate.
Service team members are required to access the Cale network via a virtual private network (VPN), which
has a two-factor authentication mechanism, when accessing servers from outside the office. Once
authenticated on the Cale network, delivery team members are required to authenticate into the identity
management solution. The identity management solution uses a rule-based mechanism to restrict access to
those team members authorized to access a particular customer environment.
Access to the email and ticketing system servers use secure-socket technology. All other connections
require a VPN tunnel to access any network resources.
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WebOffice utilizes firewalls, webservers, proxy servers, and a SQL database. Through this process, user
entities can securely access information in the SQL database. The serv ers are set up using a virtualized
server environment and reside in Cale’s colocation site in Montreal, Canada at Cologix, Inc. (Cologix).
Cale’s data center in Montreal with Cologix offers services for Cale servers such as redundant power and
cooling, security and monitoring. From this same location, the servers have a direct fiber channel
connection to Cale’s head office, with that network being provided by Fibrenoire, Inc. (Fibrenoire). In
addition, backups are replicated to a second remote facility operated by eStruxture Data Centers, Inc.
(eStruxture).

WebOffice Diagram

Software
Cale utilizes Microsoft Windows for their operating system and Microsoft SQL Server for their database
management.
Cale uses database, application, and system monitoring solutions in the delivery of services . Cale’s custom
scripts are used to monitor critical system events. Event alerts are emailed to Cale where a member of the
Help Desk / WebOffice Support Team creates a ticket in the ticketing system. Cale’s ticketing system is a
web-based application and is the primary means of communication and method for tracking issues and
requests for service.
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People
Cale has a managed services personnel group organized by service and role:


The Senior Management Team monitors and reviews business operations on a daily basis. The
Senior Management Team is comprised of leaders who are experienced in providing customer
service, program planning, implementation, project management, and technical support.



The Operations Team provides project management, managed services oversight, and managed
services direction.



The Sales Team is responsible for sales, marketing and after sales coordination.



The WebOffice Support Team is responsible for customer relationships, performing advanced tasks
scheduled activities and technical support coverage.



The Support & Services Team is responsible for the customer support and maintenance related to
CWT. CWT is carved out for purposes of this description.



The Production & Logistics Teams are responsible for the production of CWT, including purchases,
inventory, customer orders and transportation. CWT is carved out for purposes of this description.



The Accounting & Human Resources (HR) Teams are responsible for activities necessary for the
overall operation of the Company and the development and satisfaction of its people.



The Information Technology (IT) Team is responsible for IT operations including handling of local
components of security, availability, processing integrity, and confidentiality for all systems. The
Flowbird corporate IT Department is responsible for creating and maintaining IT operational
policies, and the Cale local IT Team ensures that policies and procedures are operational, monitore d
and communicated to staff members.



The Development Team is responsible for the development and functionality within WebOffice.

Procedures
Cale uses procedures to achieve system security objectives in accordance with defined policies. Cale has
an experienced IT Team, which is fully qualified to manage, design, implement, configure, and modify the
infrastructure that has been deployed in a way that is consistent with system security policies.
Procedures to restrict logical access to WebOffice include the identification and authentication of users
with complex network passwords and password expirations. New user requests or changes to existing users
go through a formal approval process and are tracked in the Help Desk ticketing system (The administrati ve
approval for external users comes from the customer and is handled in accordance with the customer
contract). Access to offline storage is restricted to authorized personnel only. Cale’s IT Team maintains
strict control over access to system configurations, super user functionality, master passwords, and security
devices. Cale restricts access to configurations and functions based on job duty access rights.
Key cards control physical access to Cale’s facilities, backup media, and other components. Individuals
without proper credentials are restricted from accessing Cale’s offices unless accompanied by an authorized
representative of Cale.

10

Cale America, Inc.’s Description
In addition to procedures that allow for safely granting access to the system, Cale has developed procedures
to prevent unauthorized access to the system. When accessing customer or vendor database systems, Cale
uses a VPN connection through a network firewall as well as the use of two-factor authentication. All
confidential data and user authentication information is encrypted at rest and when being transmitted over
the internet. Intrusion detection systems (IDS) are in place, as well as antivirus software, which are installed
on all systems to prevent infection by computer viruses and other unauthorized software. Updates to virus
definitions occur automatically and scans occur daily. Should there be an access violation, Cale has
developed an incident response plan and all incidents and non -compliance with the Security Policy are
tracked in Cale’s ticketing system by the compliance officer.
Cale established procedures designed to support system maintenance to ensure any chang es to the system
are consistent with the policies and that they have been authorized, tested, and documented whether they
are planned or unplanned.
Cale has established operational policy and procedure documents that support the security, availability,
processing integrity, and confidentiality principles. These include, but are not limited to, procedures over:
•
•
•
•
•
•
•
•
•

Change Management Policy
Data Retention Policy
Encryption Policy
Information Classification Policy
Operational Procedures Policy
Password Policy
Risk Management Policy
Security Incident Policy
Security Policy

Security and Confidentiality Policies
Cale has developed policies that specifically address confidentiality, including the establishment of
procedures to ensure confidential information is only disclosed in accordance with the Security and
Information Sensitivity Policies, as well as Cale’s Non-Disclosure and Master Service agreements.
Cale does not share confidential information with any third parties. Security policies and procedures exist
to prevent customers from accessing confidential information other than their own. Customers have a
contract directly with their credit card payment processor(s) for the handling of sensitive credit card data.
Cale acts as a representative of the customer in the transmission of the credit card data through to the
payment processor.
Cale has established physical and logical access controls to prevent unauthorized access including: use of
firewalls, requiring unique network user IDs and passwords, locked buildings that require key card access,
visitors to be logged in, and wearing of visitor badges.
Cale, performs due diligence and risk assessments on all vendors and third party service providers at the
initial contract phase as well as during service contract renewals. Cale monitors third party service
providers to ensure they have confidentiality and security policies and that they maintain their compliance.
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Personnel
Screening (education, experience, etc.) is conducted on all new employees and additional screening is
performed on new employees who may have access to sensitive data prior to their hire. These employees
are also required to review and acknowledge their receipt of relevant policies including workforce conduct
standards. The new positions are supported by job descriptions which include job requirements and
responsibilities and are updated as necessary based on changing job requirements, responsibilities,
commitments and system requirements. A candidate’s ability to meet the job requirements, as well as their
experience and technical competency, is evaluated as part of the hiring evaluation process. Once employed,
employees are subject to Cale’s procedures for accessing systems and related disciplinary action for
violations as well as being required to read and sign off on workforce conduct standards on an annual basis. .
In addition, performance reviews are conducted annually to ensure employee responsibilities are being met
and include performance measures in order to align employee performance with the achievement of Cale’s
objectives. In addition, Cale provides access to training programs to ensure skill sets and technical
competency of personnel are developed and maintained. Employees are instructed to report potential
incidents to the Help Desk and have the option to report issues and concerns anonymously. Any employee
found to have violated Cale policies may be subject to disciplinary action, up to and including termination
of employment.
Physical Security and Environmental Controls
WebOffice is located in Cale’s Network Operating Center (NOC) at Cologix and backups are replicated to
the data center operated by eStruxture. Access to the data centers is monitored by video surveillance and
on-site personnel, and it is controlled through the use of card reader systems. Access is limited to authorized
personnel based on job function. Access to the data centers is authorized via Access Control Lists (ACLs)
and users must be verified at the front desk. The IT Team performs visits to the data centers and reviews
the ACLs at least annually. The data centers employ uninterrupted power supply (UPS) systems, air
conditioning systems, fire detection and suppression systems, and environmental monitoring and alert
notification systems.
Change Management
Cale has a formalized change management process in place, which requires identification and recording of
significant changes, assessment of risk and potential effect of such changes, approval of proposed changes,
and testing of changes to verify operational functionality. Proposed changes are evaluated to determine if
they present a security risk and what mitigating actions, including employee and user entity notifications,
must be performed. The IT Team meets weekly to review and schedule changes to the IT environment.
Cale works with the Cale Group on new releases. Cale Group follows the same change management
controls as Cale and does not have access to Cale’s system.
Cale’s IT Team is involved throughout the system development lifecycle process, including design, testing
and modification phases to ensure security, availability, processing integrity and confidentiality
commitments and system requirements are addressed.
Cale has procedures for change management, including separated coding, quality assurance review, and
approval by the IT Team and the system owner. The Cale procedures do not allow for "live code changes”.
If there is a significant issue with a code release, it will be backed out of the production system and the last
version will be reinstated. The issue will then be handled under the regular change management process.
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Cale does not use live (confidential) data for development nor testing and developers do not have the ability
to migrate changes into the production environment.
Emergency changes follow the formalized change management process, but at an accelerated timeline.
Prior to initiating an emergency change, necessary approvals are obtained and documented.
Cale’s IT Team is involved throughout the system development lifecycle process, including design, testing
and modification phases to ensure security, availability, processing integrity, confidentiality commitments
and system requirements.
Changes to infrastructure and software are developed and tested in a separate development or test
environment before deploying to production. Depending upon the type of change, both unit level and
regression tests are performed to ensure security, availability, processing integrity and confidentiality of
the system has not been negatively impacted. Additionally, developers do not have the ability to migrate
changes into production environments.
Cale has a formalized security and systems development method ology that includes project planning,
design, testing, implementation, maintenance, and disposal or decommissioning.
Cale uses a standardized server build checklist to help secure its servers and has vulnerability assessments
conducted at least quarterly to identify potential system vulnerabilities. Patches are applied regularly as
needed in accordance with Cale's patch management process.
Changes and scheduled maintenance notifications are included on the WebOffice dashboard when users
log into the system. In addition, customers can register to receive notifications via email and the WebOffice
Support Team provides additional notifications as necessary.
Data Backup, Retention and Disaster Recovery
Cale backs up data files and software using Veeam Software, Inc. which are replicated to a second remote
facility operated by eStruxture. The IT Team receives notifications of successful and unsuccessful backups
via email and follows up on failed backups. Access to backup devices, scheduling utilities, systems, and
data is restricted to authorized personnel. EStruxture is carved out for purposes of this description.
Cale has established procedures for data retention including prevention of unauthorized access, restrictions
on online database storage, backup media, and the transmission/movement of sensitive data. The daily
incremental backups and weekly full backups are all covered under the procedures and meet security and
confidentiality commitments and system requirements.
Cale has a disaster recovery/business continuity plan that is tested annually. System restores are done at
least annually to ensure the integrity of the procedures and backup data as well as to validate the length of
time required to restore in case of disaster recovery.
System Account Management
Cale has implemented role-based security to limit and control access. Employees are granted logical and
physical access to in-scope systems based on documented approvals by appropriate management personnel.
An authorized user approves Cale’s customers and vendors for access. The ability to create or modify user
access accounts and user access privileges is limited to authorized personnel. User access is reviewed
quarterly to verify whether individuals' access is necessary for their job functions and to identify the
existence of inappropriate accounts.
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Cale has established procedures covering the adding, changing, and removing of access rights, including:
User's manager responsible for requesting access; review by an IT Manager before granting access;
terminated rights being removed immediately upon receipt of notification, with an exception allowed for
deactivation of account and new password established if requested by manager. A checklist is utilized to
ensure that access rights changes are properly approved, assigned, modified, reassigned, or removed.
Administrative access to Active Directory, Unix, firewalls, and Cale servers and databases is restricted to
authorized employees.
Unique user identification numbers, names, and passwords are required to authenticate all users to
WebOffice, as well as to the facility services, member services, and customer reporting websites. Password
parameters consist of the following:
•
•
•
•

Password configuration has been set to be of a complex nature and requires the use of different
character types.
Passwords expire every 90 days.
Logon sessions are terminated after three failed logon attempts.
Last 24 passwords cannot be reused.

For external users, the WebOffice Support Team handles the setup of new client accounts. Once
established, the designated client administrator is responsible for adding and removing their user's access
or they can request assistance from the WebOffice Support Team.
Onboarding
Boundaries, description of the system, system requirements, user responsibilities and commitments are
communicated with users during the sales process and training provided by Cale. Internal system users
take part in an annual training and are informed about policies and procedures. In addition, relevant policies
are available to internal users on the Intranet.
Incident Response
Cale has established procedures to assess risks as well as incident response procedures which include
reporting, addressing and escalation of issues.
Cale has established security procedures to identify threats including the use of firewalls, antivirus, and
physical and logical alarm monitoring. Cale also performs quarterly vulne rability tests. Any identified
incidents or vulnerabilities are handled via the incident response and/or change management process as
determined appropriate.
Cale has established policies, procedures and annual training instructing staff on their respons ibilities,
including how to report security, availability, processing integrity and confidentiality incidents. Reported
incidents are handled through the Security Incident Policy.
Cale’s user entity agreement instructs user entities to notify their respective account representative if they
become aware of a possible security breach. The external user's (customer’s) responsibilities are
communicated during the sales process and training provided by Cale.
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Data
Customer data is input via secure web connections. Customer data stored within Cale’s systems is
considered customer information, and is therefore interpreted as confidential data, and access is restricted
to authorized personnel only. Customer data available to users is comprised of the tra nsaction information
and truncated credit card information that has been encrypted after the payment processing and does not
contain any personally identifiable information (PII).
Cale’s terminals (CWT) use Rivest-Shamir-Adleman (RSA) encryption when storing and transmitting
credit card information. All transmissions containing cardholder data or credit card information is
protected by file level encryption. Any data containing cardholder data (encrypted Permanent Account
Number (PAN)) is considered sensitive data and according to Payment Card Industry (PCI) rules must be
deleted within the first 12 months of its storage. The cardholder data in WebOffice is considered sensitive
data and therefore is stored in a separate credit card database for a maximum of 3 months and not available
to users. Scheduled database agent jobs run daily to delete any data that is older than 3 months and a
validation job is executed once a month to make sure there is no data that is older than 3 months. An
automatic email is sent to the IT Team if data past this threshold is found.
The data is stored and controlled by Cale, but the data belongs to the customer. Data is retained and
disposed of in accordance with the customer contract. If a customer ceases their contract with Cale, they
may request that their data be deleted once the contract is terminated. Every record is linked to either a
terminal unique identifier (UID) or a company UID and Cale is able to delete the data from both the
operational and data warehouse databases using SQL scripts and these identifiers.
Cale has established monitoring procedures to ensure the database is being updated in a timely fashion.
Open source monitoring applications are used to monitor the disk drives and database performance.
Thresholds are set at acceptable performance targets and the IT Team is alerted if these measures are
reached. SQL Server has a built-in alert system that has been configured to alert both the IT Team and
the WebOffice Support Team. Triggering events include the following:










Database intrusions
Failed commands
Timeouts
System resources exceeding limits
Nonfatal / fatal internal software errors
Corruption in a database table or index
Database integrity problems
Hardware problems
Replication errors

The alert is sent to the IT Team to handle as well as the WebOffice Support Team to monitor the system
and assess if the alert has any impact on the system operations.
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Verification of data for completeness and accuracy is conducted by examining activity/communication
logs and monitoring tools which send out automatic alerts when established thresholds are met. Real time
validation consists of the following:


The transaction date is compared to the date the record was created in the database.



Of the processed transactions, the ratio of approved to declined transactions is monitored. A high
ratio of declined transactions (usually set to 10%) within a predetermined period of time is an
indication of a problem. (i.e. More than 10% declined transactions in 15 minutes automatically
generates an alert.) When this occurs, an automatic email is sent to the WebOffice Support Team
with details of the error. The WebOffice Support Team will identify the source of the problem
and if it relates to a specific payment processor, they will contact the payment processor to inform
them and email the customers affected. If the problem is merchant specific, the WebOffice
Support Team will contact the customer and inform them that there is a problem with their
merchant account.



Data reports are sent to customers and customer designated agents by means of Application
Programming Interface (API) service calls and File Transfer Protocol (FTP). If a configured ratio
of messages fails to be sent, an alert is generated. The alert is sent to the WebOffice Support
Team and is handled like all other alerts.



Terminal communication warning and alert thresholds are configured on a per merchant level.
When an alert is triggered, a message can be configured to be sent to the merchant and/or to the
WebOffice Support Team.



Terminal messages can fail if they do not pass schema or hash validation.



When terminal messages fail to process, they are queued for reprocessing and a summary of the
failed messages are sent to the WebOffice Support Team. The system validates messages every
15 minutes and an alert is sent to the WebOffice Support Team if the number of queued messages
is in excess of a configured threshold. The WebOffice Support Team will handle the alert like all
other alerts. A terminal message is data sent from the terminal to WebOffice, which includes
purchase information, credit card payments, collection statistics, software and hardware
information.

Errors are sent in real time to the IT Team and WebOffice Support Team depending on the origin of the
problem. A problem related to the hardware or enterprise level software is sent to the IT Team. Problems
related to WebOffice are sent to the WebOffice Support Team, who may require assistance from the IT
Team if needed.
Daily validation and reconciliation reports are sent to the IT Team and WebOffice Support Team every
morning validating all transactions are processed. Flagged items are reviewed and consist of data
inaccuracies or errors that took place in the last 24 hours. Daily validation flagged items are issues that
do not need immediate attention, but should be looked at in a timely manner , and can include the
following:


Merchant configuration validations. The system will validate that merchant payment accounts
are configured correctly and do not have inconsistencies.



Terminals reporting errors in excess of a set threshold.
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A daily database synchronization job exists that synchronizes da ta between operational and
historical databases. The job sends a report once a day to the WebOffice Support Team that
contains any inconsistencies between the two databases. If inconsistencies exist, the WebOffice
Support Team can run a data repair task that will resync the missing data from operational to the
historical database.

To ensure integrity of input data, Cale also uses secure transmission processes (including the use of
Transport Layer Security (TLS), VPN, and Hypertext Transfer Protocol Secure (HTTPS), assignment and
validation of unique transaction identifiers, and a daily reconciliation validating all transactions processed
or errors are under review. The transaction identifier is created on CWT and consists of a universally
unique identifier (UUID) or globally unique identifier (GUID). WebOffice validates transaction
identifiers are unique by comparing them to the list of existing identifiers. For credit cards, an additional
second validation is done by WebOffice by doing a lookup on the terminal name, purchase date and
masked PAN, and ensuring this combination is unique within the system. If a duplicate transaction is
found, the system will log the error for future reference needs in case of an investigation. The errors are
sent to the IT Team and WebOffice Support Team as part of a daily report. These duplicate errors are not
considered critical because a duplicate value always originates from the same terminal and is usually
caused by a duplicate transmission of the same message. The daily report is used to validate the cause of
these issues, usually communication interruptions, and to look into a solution for the terminals affected.
All credit card processing is done in a two-step process, online authentications and then a daily settlement.
Online authentication is the processing of the card online from the WebOffice payment application, at
which point the transaction status is set to “Authenticated”. The settlement step is the batch processing of
all the transactions done within a batch and changing the online authentication transaction’s status to
“Completed”. It is possible for a credit card to be accepted at the terminal while in “offline mode”. This
transaction will be identified in the batch process as not being in an “Authenticated” state. The system
will process both step 1 and 2.
If a transaction exists in an Authenticated state but is not processed as part of the daily settlement, an error
alert will be sent to the WebOffice Support Team for investigation as it could mean the terminal has
communication issues or the message may have failed schema or hash validation. The message is included
in the queued messages and the error is recorded in the logs.
Monitoring tools are in place to validate proper processing through WebOffice, including real time reports
of errors and incomplete data and daily settlement reports. Data is validated by schema validation, where
the data received must fit a predetermined schema based on the type of message and the version. If a
message does not pass the schema validation, it is not processed, an error is logged and a failed response
is sent back to the terminal. Credit card authentication messages contain a hash value, which is used to
validate the completeness of the message. If a message does not pass the hash validation, an error is
logged and sent back to the terminal. For both of the above mechanisms, the errors that are logged are
included in the daily report sent to the WebOffice Support Team.
Cale has established procedures for data retention including restrictions to online database storage, backup
media, and the transmission/movement of sensitive data. There are daily incremental backups and weekly
full backups of the system. There are also daily full database backups and incremental log backups done
every 15 minutes.
Monitoring tools were built by Cale to validate proper processing through WebOffice that monitor data
received by WebOffice and data that is leaving WebOffice and exported to the customer or customer
designated agents by the use of API web services. Validation of the data received from CWT is performed
by confirming that the data received is valid according to message schemas. Once data has been validated,
the status of the record is changed to “Completed” and it is synchronized with the data warehouse.
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Automated monitoring tools validate that the synchronization is valid by confirming the data from the
operational database is now also in the data warehouse. If data is missing from the data warehouse, a
repair job is triggered and the missing data is synchronized and revalidated.
The WebOffice environment is made up of many servers, each with different roles. How the data moves
through the environment is displayed in the WebOffice Diagram above.
The servers and a description of their roles are as follows:
Cryptographic: The cryptographic servers encrypt and decrypt sensitive information. Data is encrypted
using RSA-2048 or Derived Unique Key Per Transaction (DUKPT) Advanced Encryption Standard
(AES) 128.
Databases: There are multiple database servers including operational data, data warehouse, and credit
card. The credit card database contains encrypted sensitive data, which is stored according to PCI rules.
Sensitive credit card data is only available in the credit card database. The data is only accessible by
the payment application and is never passed or displayed to users. Data older than 3 months is
systematically purged on a daily schedule. The only payment data displayed to users is the masked
PAN (only first six and last four characters), which is available in the operational and data warehouse.
Offline Service: Offline service servers are used to process data where an immediate response is not
needed. Data for these is stored in a database queue.
Online Service: Online service servers are used to process data in real time and offer a response to the
calling service as soon as processing is completed.
Payment Application: The payment application is part of the internal services and is called directly
from the gateway. The payment application contains customer merchant configurations that are used
to determine which credit card processing vendor to send the payment authentications to for approval.
The credit card data is received from the terminal encrypted, is decrypted in random memory only and
is sent to the acquirer through a secure communication channel. The masked PAN, service code and
expiration date are the only credit card information that are kept for the payment records.
Public Web: The customer web server is used for the application portal accessed by customers.
Public Web Services: Provides web services to customers for data export and import. None of the data
contains sensitive information.
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Relevant Aspects of the Control Environment, Risk Assessment Process,
Information and Communication Systems and Monitoring Controls
Control Environment
Cale’s Senior Management Team is comprised of the Chief Executive Officer (CEO), Chief Operating
Officer (COO), and Chief Financial Officer (CFO), and directs, monitors and reviews business operations
on a daily basis. The Senior Management Team establishes the control objectives and priorities that are
used for all of Cale’s operations. Flowbird management provides oversight and is responsible f or
overseeing Cale management in the execution of their responsibilities. This is accomplished by at least
quarterly meetings to discuss Cale’s business operations and potential risks.
Management Philosophy/Security Management
Policies and procedures have been established and documented for the purpose of communicating and
formalizing personnel responsibilities and expectations. The Senior Management Team meets regularly (at
least every three months) to review business results and plans. Strategic planning guides the development
of the business plan; with policies, procedures, and practices established to ensure business plan directives
are carried out in all business units. This translates itself through new hire and annual review of the policies
by all personnel to ensure understanding of all Cale policies and responsibilities.
Cale has developed policies to meet the requirements of its customers to only allow authorized access to its
systems. Cale established controls to achieve the security and confidentiality in such a way as to be
consistent with Cale’s defined policies. Key control elements in the system include the following:
•
•
•
•
•
•

Restrictions to logical and physical system access
Protection against viruses and malicious code
Encryption of data during transmission and in storage
Procedures to address system breaches
Procedures to address non-compliance with system policies
Hiring and training procedures to ensure personnel responsible for the design, implementation,
configuration, modification, and management of the systems are qualified to do so.

In order to ensure the system continuously meets trust services criteria, Cale has established procedures to
maintain the systems, ensure only authorized changes are implemented, and that em ergency changes are
authorized, documented, and reviewed. Training of the personnel on these procedures is conducted
annually. In addition, the IT Team evaluates the design and operating effectiveness of IT controls as part
of the regular team meetings (at least monthly) and performs an annual review of controls. These are
compared against the commitments and system requirements. Any identified deficiencies are handled
through the regular change management or incident response process.

Risk Assessment Process
Cale has an established risk assessment protocol, which includes designated personnel responsible for
ensuring assessments are completed at least annually. Cale management evaluates risks on a case-by-case
basis as opportunities, projects, and issues are presented. The Change Management Policy includes
requirements for testing in order to mitigate potential risk to the production environments. Cale has
penetration testing performed at least annually to evaluate perimeter and external risks; and all high and
moderate findings from the security tests become action points. There are also non-disclosure agreements
and segregation of duties in place to reduce the risk of inappropriate disclosure of sensitive information.
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Risk Management / Management Philosophy
Cale has an established risk assessment protocol, which includes designated personnel responsible for
ensuring assessments are completed at least annually, identifying potential threats, analyzing risks
associated with the threats and determining mitigation strategies for those risks.
Cale has established procedures to assess risks as well as incident response procedures which include
reporting, addressing and escalation of issues.
The risk assessment protocol includes the identification, assessment and monitoring of internal and external
changes that would affect customer commitments, the system, Cale’s business objectives and reassessment
of risk mitigation strategies and controls. Standard Failure Modes and Effects Analysis (FMEA) is used to
evaluate high and medium risks.
Cale ensures that policies and procedures are in place to remain PCI DSS compliant.
Personnel Roles
Cale personnel maintain an awareness of their industry and will evaluate changes as needed. Cale personnel
are assigned to specific areas within the policies and sectors therein.
Policies and Procedures
Cale’s IT Team is responsible for developing and maintaining the procedures and ensuring personnel are
trained.
Cale’s IT Team is responsible for the procedures. New processes, and changes to existing processes are
communicated to responsible personnel.
Data Security
WebOffice receives information from CWT. The CWT connection is done over General Packet Radio
Service (GPRS) using a secure TLS 1.2 Transmission Control Protocol (TCP) socket connection. Each
TCP connection is vetted by the WebOffice gateway through an Secure Sockets Layer (SSL) certificate
handshake. CWT can communicate only with a gateway that contains a signed Cale certificate that has
been issued within the last 10 days. If the connection cannot be authenticated, CWT will terminate the
connection.
Secure encrypted transmissions include validating PAN are correct before processing. Jobs are processed
in batches and error correction is usually limited to restarting a job. These processes are restricted based
on job duty access controls.
Cale uses encryption, including RSA encryption of the credit card data, with public keys being updated at
least every five years.
Data Classification
Cale classifies all data as either “Public” or “Confidential”. Procedures based on the classifications are tied
together and include right to access, distribution, storage, and disposal.
Cale has security policies and procedures covering the disposal of IT equipment and electronic media. All
digital media is wiped, degaussed or physically destroyed based on the media type to render all data
unrecoverable prior to removal from Cale’s physical control.
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Information and Communication Systems
Cale has a Security Policy to help ensure that employees understand their individual roles, responsibilities
concerning processing, and controls to ensure significant events are communicated in a timely manner.
These include formal and informal training programs and the use of email to communicate time sensitive
information and processes for security and system availability purposes that notify key personnel in the
event of problems.
Cale encourages open communication and active participation from all employees across all leve ls of the
organization.
Customers are assigned a salesperson and communication can be through email or phone calls. Customer
issues with the system are logged into a Help Desk application for tracking, prioritization, and resolution.

Monitoring Controls
As part of their daily duties, management monitors the service and operational activities. The IT Team
monitors system performance and stability. Cale’s monitoring includes reviewing any alerts that may arise
due to a server running low in performance, a hard drive that needs to be replaced or have more memory
added, etc. Cale also relies on system logs that are generated from a Security Information and Event
Management (SIEM) system. An IDS is also in place, scans are performed and reviewed each month.
Should an incident arise, the personnel that are monitoring alerts have been briefed with the proper
procedures in order to inform the required personnel/management and, if possible, how to solve the issue
as mentioned in Cale’s procedures.

User Entity Responsibilities
In order for user entities of the system to derive the intended benefits of the system, the user entities have
certain additional responsibilities. These user entity responsibilities may vary dependent upon the service
and specific customer needs. These user entity responsibilities will be documented in each customer
contract and in training. It may include, but is not limited to the following:


User entities shall assign, maintain, and regularly monitor their authorized users.



User entities are responsible for establishing and maintaining their own passwords.



User entities are responsible for maintaining logical and physical access controls for their systems.



User entities need to establish at least one authorized support contact responsible for dealing
with service issues.



User entities are responsible for establishing and maintaining account(s) with the credit card
processor(s).



User entities acknowledge that transmission of data over the internet involves unique transmission
risks that cannot be fully secured against unauthorized access.
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Subservice Organizations
Cale uses several major subservice organizations in the course of providing services to its customers. This
report does not extend to the controls of the subservice organizations as listed below:





Cologix
eStruxture
Fibrenoire
CWT

(Colocation/Hosting)
(Colocation/Hosting)
(Data Communication)
(Transaction Interface Services)

Cologix and eStruxture
Cale utilizes Cologix and eStruxture for colocation/hosting services. The WebOffice servers are hosted
within Cologix and are backed up and replicated to eStruxture as a second offsite location for data storage.
Cale expects Cologix and eStruxture to have controls in place to restrict physical access to their servers and
data, as well as provide certain elements for business continuity. Cale reviews the subservice organization’s
policies at least annually, reviews independent third party reports and performs onsite visits to ensure that
these policies are being followed. In addition, Cale reviews the complimentary user controls/user entity
responsibilities that the subservice organizations expect Cale to adhere to.
Cologix and eStruxture assist in meeting the following trust services criteria:
CC6.4 - The entity restricts physical access to facilities and protected information assets (for example, data
center facilities, back-up media storage, and other sensitive locations) to authorized personnel to meet the
entity’s objectives.
CC7.2 - The entity monitors system components and the operation of those components for anomalies that
are indicative of malicious acts, natural disasters, and errors affecting the entity ’s ability to meet its
objectives; anomalies are analyzed to determine whether they represent security events.
A1.2 - The entity authorizes, designs, develops or acquires, implements, operates, approves, maintains, and
monitors environmental protections, software, data back-up processes, and recovery infrastructure to meet
its objectives.
A1.3 - The entity tests recovery plan procedures supporting system recovery to meet its objectives.
PI1.4 - The entity implements policies and procedures to make available or deliver output c ompletely,
accurately, and timely in accordance with specifications to meet the entity’s objectives.
PI1.5 - The entity implements policies and procedures to store inputs, items in processing, and outputs
completely, accurately, and timely in accordance with system specifications to meet the entity’s objectives.
C1.1 - The entity identifies and maintains confidential information to meet the entity’s objectives related
to confidentiality.

Fibrenoire
Cale utilizes Fibrenoire for data communication services. Fibrenoire provides secure communication
between Cale’s offices and its colocation site. Cale expects Fibrenoire to have physical and logical security
controls in place as well as monitoring tools to detect problems or unauthorized intrusions. Cale reviews
the subservice organization’s policies at least annually and monitors the connection to ensure it is protected
from unauthorized intrusions.
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Fibrenoire assists in meeting the following trust services criteria:
CC6.6 - The entity implements logical access security measures to protect against threats from sources
outside its system boundaries.
CC6.7 - The entity restricts the transmission, movement, and removal of information to authorized int ernal
and external users and processes, and protects it during transmission, movement, or removal to meet the
entity’s objectives.
A1.2 - The entity authorizes, designs, develops or acquires, implements, operates, approves, maintains, and
monitors environmental protections, software, data back-up processes, and recovery infrastructure to meet
its objectives.
A1.3 - The entity tests recovery plan procedures supporting system recovery to meet its objectives.
C1.1 - The entity identifies and maintains confidential information to meet the entity’s objectives related
to confidentiality.

CWT
Cale utilizes CWT to provide transactions interface services. Cale expects CWT to have physical and
logical security controls in place as well as monitoring tools to detect problems and ensure the integrity of
the data being transmitted. Cale reviews activity and communication logs daily.
CWT assists in meeting the following trust services criteria:
CC6.7 - The entity restricts the transmission, movement, and removal of information to authorized internal
and external users and processes, and protects it during transmission, movement, or removal to meet the
entity’s objectives.
PI1.2 - The entity implements policies and procedures over system inputs, including controls over
completeness and accuracy, to result in products, services, and reporting to meet the entity’s objectives.

Identified System Incidents
There were no identified system incidents that (a) were the result of controls that were not suitable designed
or operating effectively or (b) otherwise resulted in a significant failure in the achievement of one or more
principal service commitments and system requirements as of December 11, 2019.

Inherent Limitation
The description is prepared to meet the common needs of a broad range of users and may not, therefore,
include every aspect of the system that each individual user may consider important in its own particular
environment.

Applicable Trust Services Criteria and Related Controls
Although the trust services criteria and related controls are presented in Section IV, “Trust Services
Categories, Criteria, Related Controls, and Tests of Controls”, the controls described are an integral part of
Cale’s system description.
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IV. Trust Services Categories, Criteria, Related Controls and Tests of Controls
Kevin P. Martin & Associates, P.C.’s examination covered the controls designed and implemented by
Cale America, Inc. to achieve their service commitments and system requirements based on the trust
services criteria relevant to security, availability, processing integrity and confidentiality (applicable trust
services criteria) set forth in TSP 100, 2017 Trust Services Criteria for Security, Availability, Processing
Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria).
The examination did not extend to the complementary subservice organization controls Cale America,
Inc. expects to be implemented, suitably designed and operating effectively at the subservice
organizations to achieve Cale America, Inc.’s service commitments and system requirements based on the
applicable trust services criteria.
Our examination was conducted in order to determine that, in all material respects:
a. The description presents Cale America, Inc.’s WebOffice system that was designed and
implemented as of December 11, 2019 in accordance with the description criteria.
b. The controls stated in the description were suitably designed as of December 11, 2019 to
provide reasonable assurance that Cale America, Inc.’s service commitments and system
requirements would be achieved based on the applicable trust services criteria, if its controls
operated effectively as of that date and if subservice organizations applied the complementary
controls assumed in the design of Cale America, Inc.’s controls as of that date.
Description of Testing Procedures Performed
As part of the examination that Cale America, Inc.’s description fairly presents the system that was
designed and implemented as of December 11, 2019, we performed a variety of procedures that provided
the basis for our determination. The tests were to determine whether the presented controls supporting
Cale America, Inc.’s service operations were in place as of December 11, 2019. Tests of controls
included inquiry, observation of Cale America, Inc.’s activities and operations and inspection of
documents and records.
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Trust Services Criteria

Description of
Cale’s Controls

Criteria Common to All Categories
CC1.0 Common Criteria Related to Control Environment
CC1.1 The entity demonstrates a commitment to integrity and ethical
values.

CC1.1.1 Cale America, Inc. (Cale) has established workforce conduct standards which are reviewed,
updated as necessary, and approved by the Human Resources (HR) Team annually.
The workforce conduct standards include disciplinary action for violations, up to and including
termination.

CC1.2 The board of directors demonstrates independence from
management and exercises oversight of the development and
performance of internal control.
CC1.3 Management establishes, with board oversight, structures,
reporting lines, and appropriate authorities and responsibilities
in the pursuit of objectives.

CC1.1.2 All employees are required to read and sign off on the workforce conduct standards upon hire
and annually thereafter.
CC1.1.3 Cale conducts screening (education, experience, etc.) on all employees prior to hire and
additional screening on employees with access to sensitive data.
CC1.1.4 Cale's operational policies provides information on how to report potential violations, including
the option to report concerns anonymously.
CC1.2.1 Flowbird management provides oversight and is responsible for overseeing Cale management in
the execution of their responsibilities. This is accomplished through at least quarterly meetings
to discuss Cale's business operations and potential risks.
CC1.3.1 Cale has defined organizational structures, reporting lines, authorities and responsibilities as
documented in their organizational chart.
CC1.3.2 Cale maintains written job descriptions, which include roles and responsibilities and are updated
as necessary based on changing job responsibilities, commitments and system requirements.
CC1.3.3 The Information Technology (IT) Team and HR Team are responsible for ensuring employees
understand and fulfill their responsibilities as defined in job descriptions and operational policy
and procedures documents, to meet the organization's commitments and system requirements.

CC1.4 The entity demonstrates a commitment to attract, develop, and
retain competent individuals in alignment with objectives.

CC1.3.4 Flowbird management evaluates Cale's organizational structure, reporting lines, authorities and
responsibilities as part of its ongoing risk assessment process.
CC1.3.5 Cale's organizational structures includes roles and responsibilities for interacting with and
monitoring subservice organizations.
CC1.4.1 Cale maintains written job descriptions, which include job requirements and are updated as
necessary based on changing job responsibilities, commitments and system requirements.
CC1.4.2 A candidate's ability to meet the job requirements, as well as their experience and technical
competency, is evaluated as part of the hiring evaluation process.
CC1.4.3 Formal annual performance reviews are conducted to ensure employee responsibilities are being
met. The reviews include performance measures in order to align employee performance with
the achievement of Cale's objectives.
CC1.4.4 Cale provides access to training programs to ensure skill sets and technical competency of
personnel are developed and maintained.
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Description of
Cale’s Controls

Trust Services Criteria
CC1.5 The entity holds individuals accountable for their internal
control responsibilities in the pursuit of objectives.

CC1.5.1 The IT Team and HR Team are responsible and accountable for designing, developing,
implementing, operating, maintaining, monitoring and approving system controls and other risk
mitigation strategies and ensuring staff are trained and policies are implemented and being
followed.
CC1.5.2 Formal annual performance reviews are conducted to ensure employee responsibilities are being
met. The reviews include performance measures in order to align employee performance with
the achievement of Cale's objectives.

CC2.0 Common Criteria Related to Communication and Information
CC2.1 The entity obtains or generates and uses relevant, quality
information to support the functioning of internal control.

CC2.1.1 Cale has policies and procedures to ensure that relevant, quality information is obtained and
generated to support the functioning of internal control.
CC2.1.2 Cale has logical and physical security, change management, incident monitoring, data integrity,
and data retention controls, as necessary, with checks and balances woven into each applicable
process to ensure quality of processing.

CC2.2 The entity internally communicates information, including
CC2.2.1 Policies for designing, developing, implementing, operating, maintaining, and monitoring
objectives and responsibilities for internal control, necessary to
controls are available on the Intranet.
support the functioning of internal control.
CC2.2.2 Cale's commitments and system requirements are communicated to internal users as part of the
annual training and are available on the Intranet.
CC2.2.3 Cale has policies and procedures which document the responsibilities of the internal users.
All employees are required to read and sign off on the policies upon hire and annually
thereafter.

CC2.3 The entity communicates with external parties regarding
matters affecting the functioning of internal control.

CC2.2.4 Cale's operational policies provides information on how to report potential violations, including
the option to report concerns anonymously.
CC2.2.5 Cale has an established incident response process which documents the process for reporting
incidents.
CC2.3.1 Cale's commitments, system requirements and user responsibilities are communicated to
external users through their contracts and training.
CC2.3.2 External users are provided with information on how to report incidents, concerns, or other
issues through their contracts and training.

CC3.0 Common Criteria Related to Risk Assessment
CC3.1 The entity specifies objectives with sufficient clarity to enable CC3.1.1 Cale has an established risk assessment process which includes performing an annual risk
the identification and assessment of risks relating to objectives.
assessment.
As part of the risk assessment, Cale identifies objectives, commitments and system
requirements. Cale establishes objectives that align with and support Cale in the pursuit of its
strategic direction and incorporate Cale's commitments and system requirements.
The risk assessment is communicated to Flowbird management who provides oversight to
ensure the objectives align with overall company objectives.
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Trust Services Criteria
CC3.2 The entity identifies risks to the achievement of its objectives
across the entity and analyzes risks as a basis for determining
how the risks should be managed.

Description of
Cale’s Controls
CC3.2.1 Cale has an established risk assessment process which includes performing an annual risk
assessment.
As part of the risk assessment, Cale identifies risks related to internal and external factors that
threaten the achievement of objectives. The risk assessment process includes identifying critical
assets, assessing potential threats and their significance, and determining remediation strategies.
CC3.2.2 Cale has vulnerability tests performed at least quarterly and penetration tests performed at least
annually. The IT Team is responsible for reviewing the reports and taking action as necessary.

CC3.3 The entity considers the potential for fraud in assessing risks to CC3.3.1 Cale has an established risk assessment process which includes performing an annual risk
the achievement of objectives.
assessment.
As part of the risk assessment, Cale considers the potential for fraud in assessing risks to the
achievement of objectives.
CC3.4 The entity identifies and assesses changes that could
significantly impact the system of internal control.

CC3.4.1 Cale has an established risk assessment process which includes performing an annual risk
assessment.
As part of the risk assessment, Cale identifies and assesses changes to business objectives,
commitments, system requirements, internal operations and external factors that threaten the
achievement of objectives.

CC4.0 Common Criteria Related to Monitoring Activities
CC4.1 The entity selects, develops, and performs ongoing and/or
separate evaluations to ascertain whether the components of
internal control are present and functioning.

CC4.1.1 Cale has an established risk assessment process which includes performing an annual risk
assessment.
As part of the risk assessment, Cale evaluates the design and operating effectiveness of controls
and implements additional policies and procedures as necessary.
CC4.1.2 Cale has vulnerability tests performed at least quarterly and penetration tests performed at least
annually. The IT Team is responsible for reviewing the reports and taking action as necessary.
CC4.1.3 Monitoring software is used to identify and evaluate ongoing system performance, security
threats, changing resource utilization needs, and unusual system activity. The IT Team is
responsible for investigating any unusual activity and remediation as necessary.
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Trust Services Criteria
CC4.2 The entity evaluates and communicates internal control
deficiencies in a timely manner to those parties responsible for
taking corrective action, including senior management and the
board of directors, as appropriate.

Description of
Cale’s Controls
CC4.2.1 Cale has an established risk assessment process which includes performing an annual risk
assessment.
As part of the risk assessment, Cale evaluates the design and operating effectiveness of controls
and implements additional policies and procedures as necessary.
CC4.2.2 Cale has vulnerability tests performed at least quarterly and penetration tests performed at least
annually. The IT Team is responsible for reviewing the reports and taking action as necessary.
CC4.2.3 Monitoring software is used to identify and evaluate ongoing system performance, security
threats, changing resource utilization needs, and unusual system activity. The IT Team is
responsible for investigating any unusual activity and remediation as necessary.
CC4.2.4 Cale has an established incident response process which documents the process for reporting
incidents.

CC5.0 Common Criteria Related to Control Activities
CC5.1 The entity selects and develops control activities that
contribute to the mitigation of risks to the achievement of
objectives to acceptable levels.

CC5.1.1 Cale has established policies and procedures designed for the mitigation of risk, which include a
mix of manual, automated, preventive and detective controls and are reviewed and updated
annually.
CC5.1.2 Cale has an established risk assessment process which includes performing an annual risk
assessment.
As part of the risk assessment, Cale evaluates the design and operating effectiveness of controls
and implements additional policies and procedures as necessary.

CC5.2 The entity also selects and develops general control activities
over technology to support the achievement of objectives.

CC5.2.1 Cale has established IT policies and procedures which are reviewed and updated annually.
CC5.2.2 Cale has an established risk assessment process which includes performing an annual risk
assessment.
As part of the risk assessment, Cale evaluates the design and operating effectiveness of controls
and implements additional policies and procedures as necessary.

CC5.3 The entity deploys control activities through policies that
establish what is expected and in procedures that put policies
into action.

CC5.3.1 Cale has established policies and procedures which address controls over significant aspects of
Cale's operations and are reviewed and updated annually.
CC5.3.2 The IT Team is responsible and accountable for designing, developing, implementing,
operating, maintaining, monitoring and approving system controls and other risk mitigation
strategies and ensuring staff are trained and policies are implemented and being followed.
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Trust Services Criteria
CC6.0 Common Criteria Related to Logical and Physical Access Controls
CC6.1 The entity implements logical access security software,
infrastructure, and architectures over protected information
assets to protect them from security events to meet the entity's
objectives.

Description of
Cale’s Controls

CC6.1.1 Cale has established logical access controls and software for the identification and authorization
of users, restriction of access to authorized users, and the prevention and detection of
unauthorized access to the system and infrastructure. These include unique network user IDs,
complex passwords, limiting access to role-based permissions, use of firewalls, virtual private
networks (VPNs), antivirus software, and the use of an intrusion detection system (IDS).

CC6.1.2 Cale has established procedures to identify and authenticate users including unique user IDs and
complex passwords. Users are required to supply their credentials in order to access servers and
systems on the Cale network.
CC6.1.3 Cale utilizes role-based permissions and that are managed by the IT Team.
CC6.1.4 Firewalls and an IDS are deployed to protect and identify threats to the system. Access to
modify firewall configuration settings is restricted to authorized IT personnel.
CC6.1.5 Cale utilizes Transport Layer Security (TLS) and Advanced Encryption Standard (AES)
encryption depending on the type of data and process for transmission, movement, or removal.
CC6.2 Prior to issuing system credentials and granting system access, CC6.2.1 For internal users, access requests are initiated by a user's manager and are approved by the IT
Team prior to granting access. The rights requested and approvals are documented on a
the entity registers and authorizes new internal and external
checklist.
users whose access is administered by the entity. For those
users whose access is administered by the entity, user system CC6.2.2 Terminations are initiated by a user's manager and the user's access is removed by the IT Team
credentials are removed when user access is no longer
immediately upon notification. A checklist is utilized to ensure that access rights are properly
authorized.
disabled or reassigned.
CC6.2.3 For external users, the WebOffice Support Team handles the set up of new client accounts.
Once established, the designated client administrator is responsible for adding and removing
their user's access or they can request assistance from the WebOffice Support Team.
CC6.3.1 Cale restricts access to configurations and functions based on role-based permissions.
CC6.3 The entity authorizes, modifies, or removes access to data,
software, functions, and other protected information assets
CC6.3.2 Requests for changes in access rights follow the same process as granting and removing access.
based on roles, responsibilities, or the system design and
changes, giving consideration to the concepts of least privilege CC6.3.3 For external users, the WebOffice Support Team handles the set up of new client accounts.
and segregation of duties, to meet the entity’s objectives.
Once established, the designated client administrator is responsible for adding and removing
their user's access or they can request assistance from the WebOffice Support Team.
CC6.3.4 For internal users, access requests are initiated by a user's manager and are approved by the IT
Team prior to granting access. The rights requested and approvals are documented on a
checklist.
CC6.3.5 Terminations are initiated by a user's manager and the user's access is removed by the IT Team
immediately upon notification. A checklist is utilized to ensure that access rights are properly
disabled or reassigned.
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Description of
Cale’s Controls

CC6.4 The entity restricts physical access to facilities and protected
CC6.4.1 Physical access to Cale facilities is restricted to authorized personnel via key card and guests
information assets (for example, data center facilities, back-up
must sign in and be escorted by Cale personnel.
media storage, and other sensitive locations) to authorized
CC6.4.2 Access to the colocation data centers is authorized via access control lists (ACL) and authorized
personnel to meet the entity’s objectives.
personnel must verify their identity at the front desk. Cale performs onsite visits and reviews
the ACLs at least annually.
CC6.4.3 Cale obtains and reviews copies of independent thirdparty reports of the controls in place at the
colocation data centers annually in order to validate they are in line with Cale's expectations and
requirements.
Cale adheres to complementary user controls required by the colocation data centers and/or
additional controls determined necessary by Cale.
CC6.5 The entity discontinues logical and physical protections over
physical assets only after the ability to read or recover data and
software from those assets has been diminished and is no
longer required to meet the entity’s objectives.

CC6.5.1 Cale has security policies and procedures covering the disposal of IT equipment and electronic
media.
CC6.5.2 All digital media is wiped, degaussed or physically destroyed based on the media type to render
all data unrecoverable prior to removal from Cale's physical control.

CC6.6 The entity implements logical access security measures to
protect against threats from sources outside its system
boundaries.

CC6.6.1 Cale has established logical access controls to prevent unauthorized access which includes
unique network user IDs, complex passwords, limiting access to role-based permissions, use of
firewalls, VPNs, antivirus software, and the use of IDS.
CC6.6.2 Firewalls and an IDS are deployed to protect and identify threats to the system. Access to
modify firewall configuration settings is restricted to authorized IT personnel.

CC6.7 The entity restricts the transmission, movement, and removal
of information to authorized internal and external users and
processes, and protects it during transmission, movement, or
removal to meet the entity’s objectives.

CC6.7.1 Access to information is restricted to authorized users and processes.
CC6.7.2 Cale utilizes TLS and AES encryption depending on the type of data and process for
transmission, movement, or removal.

CC6.8 The entity implements controls to prevent or detect and act
upon the introduction of unauthorized or malicious software to
meet the entity’s objectives.

CC6.8.1 Cale has established security procedures to identify and prevent threats which includes use of
firewalls, antivirus software and the use of IDS.
CC6.8.2 The IDS monitors the network and provides automatic alerts to the IT Team. Intrusion attempts
are logged, tracked and communicated to affected parties until resolved.
CC6.8.3 Cale has vulnerability tests performed at least quarterly and penetration tests performed at least
annually. The IT Team is responsible for reviewing the reports and taking action as necessary.
CC6.8.4 Antivirus software is deployed on all Cale computers, systems and servers. Updates to virus
definitions occur automatically and scans occur daily.

CC7.0 Common Criteria Related to System Operations
CC7.1 To meet its objectives, the entity uses detection and monitoring CC7.1.1 Cale utilizes monitoring tools to alert personnel for any unauthorized modifications to the
procedures to identify (1) changes to configurations that result
systems.
in the introduction of new vulnerabilities, and (2)
CC7.1.2 Cale has vulnerability tests performed at least quarterly and penetration tests performed at least
susceptibilities to newly discovered vulnerabilities.
annually. The IT Team is responsible for reviewing the reports and taking action as necessary.
CC7.1.3 The IDS monitors the network and provides automatic alerts to the IT Team. Intrusion attempts
are logged, tracked and communicated to affected parties until resolved.
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Description of
Cale’s Controls

CC7.2 The entity monitors system components and the operation of
those components for anomalies that are indicative of
malicious acts, natural disasters, and errors affecting the
entity's ability to meet its objectives; anomalies are analyzed to
determine whether they represent security events.

CC7.2.1 The IDS monitors the network and provides automatic alerts to the IT Team. Intrusion attempts
are logged, tracked and communicated to affected parties until resolved.
CC7.2.2 Monitoring software is used to identify and evaluate ongoing system performance, security
threats, changing resource utilization needs, and unusual system activity. The IT Team is
responsible for investigating any unusual activity and remediation as necessary.
CC7.2.3 Cale has vulnerability tests performed at least quarterly and penetration tests performed at least
annually. The IT Team is responsible for reviewing the reports and taking action as necessary.
CC7.2.4 The third party colocation data centers are responsible for environmental protection at their
facilities, which is monitored by Cale through onsite visits and review of independent third
party reports at least annually.

CC7.3 The entity evaluates security events to determine whether they
could or have resulted in a failure of the entity to meet its
objectives (security incidents) and, if so, takes actions to
prevent or address such failures.

CC7.3.1 Cale has an established incident response process which includes identification, analysis,
escalation, reporting and remediation of incidents.

CC7.4 The entity responds to identified security incidents by
executing a defined incident response program to understand,
contain, remediate, and communicate security incidents, as
appropriate.

CC7.4.1 Cale has an established incident response process which includes identification, analysis,
escalation, reporting and remediation of incidents.

CC7.5 The entity identifies, develops, and implements activities to
recover from identified security incidents.

CC7.5.1 Cale has an established incident response process which includes identification, analysis,
escalation, reporting and remediation of incidents.

CC8.0 Common Criteria Related to Change Management
CC8.1 The entity authorizes, designs, develops or acquires,
configures, documents, tests, approves, and implements
changes to infrastructure, data, software, and procedures to
meet its objectives.

CC8.1.1 Cale has a system development lifecycle (SDLC) process which governs the design,
development, configuration, implementation, and maintenance of the systems.
CC8.1.2 Cale has an established change management process which includes authorization, design,
development, configuration, documentation, testing, approval, and implementation in
accordance with commitments and system requirements.
CC8.1.3 Changes to system infrastructure and software are developed in a separate development or test
environment before implementation. Cale does not use confidential (live) data for development
or testing and developers do not have the ability to migrate changes into the production
environment.
CC8.1.4 Emergency changes follow the standard change management process, but at an accelerated
timeline. Prior to initiating an emergency change, all necessary approvals are obtained and
documented.

CC9.0 Common Criteria Related to Risk Mitigation
CC9.1 The entity identifies, selects, and develops risk mitigation
activities for risks arising from potential business disruptions.

CC9.1.1 Cale has an established risk assessment process which includes performing an annual risk
assessment.
As part of the risk assessment, Cale identifies and assesses changes to business objectives,
commitments, system requirements, internal operations and external factors that risk potential
business disruptions.
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Trust Services Criteria
CC9.2 The entity assesses and manages risks associated with vendors
and business partners.

CC9.2.1 Due diligence and risk assessments are performed on all vendors and other third party service
providers at the initial contract phase as well as during contract renewals.
CC9.2.2 The IT Team ensures that any vendors or other third parties have contracts and/or signed NonDisclosure Agreements (NDAs) that include confidentiality commitments consistent with Cale's
internal controls.
CC9.2.3 Cale reviews independent third party reports on vendors and other third party service providers
on an annual basis to ensure controls around confidentiality and security are in place and
operating.

Additional Criteria for Availability
A1.0 Additional Criteria for Availability
A1.1

The entity maintains, monitors, and evaluates current
processing capacity and use of system components
(infrastructure, data, and software) to manage capacity
demand and to enable the implementation of additional
capacity to help meet its objectives.

A1.1.1

The IT Team has a dashboard view for monitoring purposes. Alerts are sent out via email when
pre-established thresholds are met (i.e. low disk space, outages, service failure, etc.)

A1.2

The entity authorizes, designs, develops or acquires,
implements, operates, approves, maintains, and monitors
environmental protections, software, data back-up processes,
and recovery infrastructure to meet its objectives.

A1.2.1

The system infrastructure, software, and data are hosted at third party colocation data centers
with a business continuity/disaster recovery plan in place that is reviewed annually.

A1.2.2

The third party colocation data centers are responsible for environmental protection at their
facilities, which is monitored by Cale through onsite visits and review of independent third
party reports at least annually.
Cale performs daily incremental backups and weekly full backups. The IT Team receives
notification of successful and unsuccessful backups via email and follows up on failed backups.

A1.2.3

A1.3

The entity tests recovery plan procedures supporting system
recovery to meet its objectives.

A1.3.1

Cale performs system restores and the business continuity/disaster recovery plan is tested at
least annually.

PI1.1.1

Cale's contracts and training include definitions of data processed, product specifications and
service specifications.

Additional Criteria for Processing Integrity
PI1.0 Additional Criteria for Processing Integrity
PI1.1 The entity obtains or generates, uses, and communicates
relevant, quality information regarding the objectives related to
processing, including definitions of data processed and product
and service specifications, to support the use of products and
services.
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Trust Services Criteria
PI1.2 The entity implements policies and procedures over system
inputs, including controls over completeness and accuracy, to
result in products, services, and reporting to meet the entity’s
objectives.

PI1.2.1

Cale has established procedures to ensure integrity of input data, including the use of secure
transmission processes and assignment and validation of unique transaction identifiers.

PI1.2.2

Cale has established monitoring procedures to ensure the database is being updated completely,
accurately, and in a timely fashion. The IT Team and WebOffice Support Team examines
errors, activity/communication logs, and the daily reconciliation validating all transactions are
processed.

PI1.3 The entity implements policies and procedures over system
processing to result in products, services, and reporting to meet
the entity’s objectives.

PI1.3.1
PI1.3.2

Cale utilizes monitoring tools to validate proper processing through the applications.
Cale has established monitoring procedures to ensure the database is being updated completely,
accurately, and in a timely fashion. The IT Team and WebOffice Support Team examines
errors, activity/communication logs, and the daily reconciliation validating all transactions are
processed.

PI1.4 The entity implements policies and procedures to make
available or deliver output completely, accurately, and timely
in accordance with specifications to meet the entity’s
objectives.

PI1.4.1
PI1.4.2

Cale utilizes monitoring tools to validate proper processing through the applications.
Cale has established monitoring procedures to ensure the database is being updated completely,
accurately, and in a timely fashion. The IT Team and WebOffice Support Team examines
errors, activity/communication logs, and the daily reconciliation validating all transactions are
processed.
Cale has established procedures to restrict output to authorized users.
The system infrastructure, software, and data are hosted at third party colocation data centers
with a business continuity/disaster recovery plan in place that is reviewed annually.

PI1.4.3
PI1.4.4

PI1.4.5

PI1.4.6

PI1.4.7
PI1.5 The entity implements policies and procedures to store inputs,
items in processing, and outputs completely, accurately, and
timely in accordance with system specifications to meet the
entity’s objectives.

PI1.5.1
PI1.5.2

PI1.5.3

PI1.5.4

PI1.5.5

The third party colocation data centers are responsible for environmental protection at their
facilities, which is monitored by Cale through onsite visits and review of independent third
party reports at least annually.
Cale performs daily incremental backups and weekly full backups. The IT Team receives
notification of successful and unsuccessful backups via email and follows up on failed backups.
Cale performs system restores and the business continuity/disaster recovery plan is tested at
least annually.
Cale has established procedures for data retention and utilizes monitoring tools to validate that
data is stored completely and accurately.
The system infrastructure, software, and data are hosted at third party colocation data centers
with a business continuity/disaster recovery plan in place that is reviewed annually.
The third party colocation data centers are responsible for environmental protection at their
facilities, which is monitored by Cale through onsite visits and review of independent third
party reports at least annually.
Cale performs daily incremental backups and weekly full backups. The IT Team receives
notification of successful and unsuccessful backups via email and follows up on failed backups.
Cale performs system restores and the business continuity/disaster recovery plan is tested at
least annually.
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Additional Criteria for Confidentiality
C1.0 Additional Criteria for Confidentiality
C1.1

The entity identifies and maintains confidential information to
meet the entity’s objectives related to confidentiality.

C1.1.1
C1.1.2

C1.1.3

C1.2

The entity disposes of confidential information to meet the
entity’s objectives related to confidentiality.

C1.2.1
C1.2.2

Cale classifies all customer data as confidential and restricts access to authorized personnel with
a business need.
Cale has established procedures for data retention and has automatic system processes in place
to delete confidential information in accordance with the data retention requirements and ensure
cardholder data is retained a maximum of 3 months.
Cale performs daily incremental backups and weekly full backups. The IT Team receives
notification of successful and unsuccessful backups via email and follows up on failed backups.
Cale classifies all customer data as confidential and restricts access to authorized personnel with
a business need.
Cale has established procedures for data retention and has automatic system processes in place
to delete confidential information in accordance with the data retention requirements and ensure
cardholder data is retained a maximum of 3 months.
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